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Trién khai Data diode Firewall phan tach IT va OT

Hanoi, 15 Jun 2022

Data diode, hay con goi 1a twdng Ilra mot chiéu, ding nhu tén goi, la thiét bi phan tach vé mat vat ly gitra hai
phan hé mang, chi cho phép di liéu truyén mét chidu, dam bao ngdn chan moi hinh thirc tan cdng mang. Dé
Ia ly do data Diode dugc chudng st dung dac biét trong Iinh virc Quéc phong, cdc nha mdy dién hat nhan, hay
céc co s& ha tang cong nghiép nang quan trong.
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Hinh: Vi tri Data diode trong hé théng

Su phét trién clia cdng nghé Industrial 10T gan day cling gép phan vao su tang trwdng cla mang thj trwdng
nay. Nhu ciu trén toan thé gidi véi gidi phap nay duwoc dy bdo tdi nam 2030 s& tang trudng trung binh12.5%
hang nam.

O Viét nam, tir 1au nhiéu don vj cling d3 trién khai Data diode nhu |2 gidi phap dam bao an toan gitta mang OT
va IT. P3c biét trong nganh dién, d3 thuc hién nhiéu du 4n ty déng hda luwdi dién, xay dung cdc TBA khéng
ngudi true, cac Trung tdm diéu khién (SCADA) dé phuc vu cdng tac van hanh, cong tac diéu hanh san xuat kinh
doanh. Céc théng tin van hanh thu thap can chuyén sang hé théng IT dé xtr ly,

Theo quan sat cla ching tdi, cdc don vi gdn day d3 céng bé &ng dung nhu Bd qudc phong, EVN HCMC, EVN
CPC (*)

R4t nhiéu hang san xuat thiét bj cling cé sy hién dién ban hang tai Vietnam: Siemens, Opswat, Fibersystem,
FoxIT, Warterfall, Thales, OWL cyber defense, ST engineering, Forcepoint.
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Hinh: Thiét bi Data diode cla hing Fibersystem, Thuy dién.

Hién nay, thay thé cho Data diode, c6 gidi phdp mdi la BSG (Bidirectional Security Gateways) thay vi bao méat
mét chiéu USG (Unidirection Security Gateway) nhw v&i Data diode. Tuy theo yéu ciu dc thu cla tirng don vi,
ma chuing ta cé thé chon giai phap cho phu hgp hon.

Ghi chu:

(*): Théng tin 14y tir website chinh thirc cla céc don vi.
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