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Demo scenarios

• A factory is in normal operation, with legacy PLC and Actuators, 
pumps are working, actuators and & lights are on.

• Not all equipment in the factory is the latest model,  there are 
traditional products.

• Modbus Man-In-The-Middle | SANS ICS Concepts - YouTube



Components

• Honeypot, traffic simulation: Conpot
• Vulnerability scan: Snort, nmap
• Scan & protect: Cisco Cybervision, Cisco Steathwatch
• Hacking: Ettercap


